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ABSTRACT: 
The traditional paradigm for deploying a secure software system almost always results in designing the 
system first, and considering security as an afterthought. This in turn creates monumental problems when 
such systems become operational. In fact, in mainstream software engineering methodologies, security and 
privacy constraints are often just declared in the list of non-functional requirements (to be checked only at 
deployment time), hence, lacking (1) a proper formalization, and (2) a clear traceability with respect to the 
related functional requirements. 
The objective of the project is to investigate whether security policies of a (possibly safety critical) system 
could be integrated into the formal requirement specification using formal methods, in order to detect 
ambiguities and inconsistencies within the specification phase in Software development life-cycle. In this 
direction, we will apply lightweight techniques for validation and verification towards securing the application 
right at the requirement engineering stage. In particular, we will apply modeling languages like Event-B and 
iSTAR to specify and analyze the requirements so that the design of application software itself is compliant 
to the security criteria. All in all, the proposed research work caters for the increasing need of mathematically 
well-founded techniques to validate security aspects of application software. 
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