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ABSTRACT:

AWS IAM access control policies specify what AWS cloud resources are accessible by what identities. AWS
SDKs allow developers to programmatically access these resources through applications that can be run by
different identities. However, what resources are accessed and how depend on the (mostly string) values
computed by the application. Therefore, forecasting what access control policy is required by a given
application is rather complex. In this project, we apply abstract interpretation techniques to over
approximate the string values computed by these applications, and then infer, validate or IAM the access
control policies. Keywords — static analysis, abstract interpretation, access control policies.
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